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15 January 1985

NOTE FOR:
EA/DDCI

At the request of Miss Pdge I am sending
herewith a memo establishing a Countermeasures
Advisory Panel under the NTISSC. She suggests
that this should be attached to the proposed
memorandum from the DCI to the SecDef concerning
NSDD-145. Despite their disclaimers on page 2
in the Terms of Reference, it appears that the
panel will in some way affect the DCI's
responsibilities for technical surveillance
countermeasures.
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NATIONAL SECURITY AGENCY DD/A Registry
FORT GEORGE G. MEADE. MARYLAND 20733 -6000 * %}f—wé’\f
Serial: N/3128 ,
24 December 1984

MEMORANDUM FOR DISTRIBUTION

SUBJECT: Establishment of a Countegmeasures Advisory Panel
(CAP) - ACTION MEMORANDUM Sl Sl b

1. The ég;é;} signing of National Security Decision
Directive 145, ational Policy on Telecommunications and

Information Systems Security,” by President Reagan on

—17 September 1984, established a comprehensive and coordinated
approach to ensure the integrity of classified and other
sensitive information. One of the means directed to achieve this
objective is the establishment of a superior technical base.
Attaining this goal requires the coordinated support of
Government experts and sharing of countermeasures technology with
the private sector when it complements the Government's
objective,

2. Within the intent and spirit of the National Directive,
I have formed the Countermeasures Advisory Panel (CAP) to provide
a forum in which all interested Government departments, agencies,

and selected U.S. industry may exchange technical information in
25X1 . this vital area. I have designated]

« Chief, TEMPEST Securitv and Engineering Division (301/688-6025),
' to Serve as Chairman of the.CAPR. ..The first meeting of the Panel

1s scheduled for 24 January 1985. I have enclosed the meeting
agenda as Enclosure 1, and the Terms of Reference, dated
23 November 1984, as Enclosure 2.

3. I cordially nyi;gmnggwgp?anizatigg_gg;ggminate an__

official representative to the Panel. The individual must be
| cleda¥ed TOP SECRET SPEUYAL “YNTELLIGENCE to participate on the
25X Panel. | lwill assist you on all matters relating to
| the Panel's activities. Please convey your representative's name
25X1 and telephone number to | Executive

' Secretary (301/688-6496 commercial or 972-2248 secure), prior to
the 24 January 1985 meeting.

DECLASSIFY UPON REMOVAL
OF ENCLOSURES
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4. This action is beirg taken in coordination with the
Chairman, National Telecommunications and Information Systems
Security Committee (NTISSC).

% Deputy Director ¥
for

Communications Security

25X1

2 Encls:
a/s

Copy Furnished:
Chairman, NTISSC Subcommittee
on Telecommunications Security

2

CONFIDENTIAL
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23 November 1984
COUNTERMEASURES ADVISORY PANEL
(CAP)
TERMS OF REFERENCE
1. GENEBRAL:

The ungggggdﬁntedmg;ou&h_nf.telgcommunLcationswandmm
inﬁozmahianﬂsystem.haahaolegymhas.p:oducgdwghe availability of
efficient and sophisticated systems for use in a broad spectrum
of Government and private sector applications. These systems
process and communicate classified and sensitive information, and
are highly susceptible to interception, unauthorized electronic
and physical access, and other hostile intrusions,

The National Security Decision Directive 145, "National
Policy on Telecommunications and Automated Information Systems
Security,” dated 17 September 1984, directed the reorganization
and refocusing of the National Communications Security and
Computer Security policy making structure to meet the challenge
to ensure reliable and secure telecommunications and information
systems. Meeting this goal requires the development of a
superior technology base and the means to exchange
countermeasures information within the Government and between the
Government and selected U.S. industrial organizations,

2. DEFINITION: COUNTERMEASURES - Application of methods,
standards, and techniques to control compromising emanations,
prevent unauthorized physical access, and defeat technical.
surveillance of telecommunications systems.” )

3. PURPOSE:

The Countermeasures Advisory Panel (CAP), consisting of
representatives from interested Government departments and
agencies, will be chaired by the Chief, TEMPEST Security and
Engineering Division, National Security Agency. The Panel is
established to:

a. Provide a forum to examine vulnerabilities of
systems handling classified or sensitive information and the
application of TEMPEST, Technical Surveillance Countermeasures,
and physical security methods, standards, and procedures,

This correspondence is Classified By NSA/CSS 123-2

classified CONFIDENTIAL Declassify On: Originating

in its entirety Agency's Determination
Required

Enclosure 2
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b. Advise and assist the National Manager,
Telecommunications and Information Systems Security, on issues
relating to the formulation and implementation of national
policy, standards, and procedures.

c. Provide liaison with all Government organizations
and foster an effective working relationship with non-Government
organizations on issues concerning technical security
countermeasures,

d. Develop instructions and advisory/information
memoranda on the control of compromising emanations and
countermeasures for issuance through the National
Telecommunications and Information Systems Security issuance
system,

€. Support the Industrial TEMPEST Program and provide a
means for the exchange of information on compromising emanations
between the Government and U.S. industry.

f. Establish and maintain a working forum in support of
the National TEMPEST Information Center created for the exchange
of information on countermeasures security engineering to include
research and development,

g. Provide guidance and support to the Executive Agent
for TEMPEST Training and the National TEMPEST School.

h. Promote an awareness among system planners,
designers, and users for system security through the use of
countermeasures techniques and procedures.

i. Develop and sponsor system security education and
training programs and system security awareness briefings for
both Government and non-Government use.

j. Sponsor symposia to promote the exchange of
technical information, development of new techniques and
procedures, and a keener awareness of the threat environment and
vulnerability of telecommunications and information systems,

4. Nothing in the Panel's Terms of Reference is intended to
alter the authorities of the Director of Central Intelligence,

including his responsibilites as the Executive Agent of the
Government for technical surveillance countermeasures.

CONFIDENTIAL
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DISTRIBUTION:

Assistant Secretary of Defense
(Communications, Command,
Control and Intelligence)

The Pentagon, Room 3E172

Washington, D.C., 20301

Special Assistant to the President

for National Security Affairs
National Security Council Staff
0l1d Executive Office Building, Room 300
Washington, D.C. 20506

Deputy Assistant Secretary

for Communications
Department of State, Room 44A26
2201 C. Street, N.W,
Washington, D.C. 20520

Acting Assistant Secretary for
Electronic Systems and Information
‘Technology

Department of the Treasury

Main Treasury, Room 2326

15th and Pennsylvania Avenue, N.W.

Washington, D.C. 20220

Deputy Under Secretary of Defense
Tot Policy -

THeé Pentagon, Room 2E812

Washington, D.C, 20301-2200

Director, Security Staff
Justice Management Division
Main Justice Building, Room 6525
Washington, D.C. 20530

Chief, Intelligence Branch
National Security Division
Office of Management and Budget
Room 8215

17th and Pennsylvania Avenue
Washington, D.C. 20503

Executive Director )/////’

Central Intelligence Agency
Washington, D.C. 20505

Serial: N/3128

Assistant Secretary of Commerce

for Communications and Information
H.C. Hoover Building, Room 4898
14th and Constitution Streets, N.W.
Washington, D.C. 20230

" Chief, Telecommunications Division

Office of the Secretary, Room 7109
Department of Transportation

400 7th Street, S.W,

Washington, D.C. 20590

Director, Office of Computer Services
and Telecommunications Management

Department of Energy

Room CA-311, MA-25 (GTN)

Washington, D.C. 20545

Director, C3S

Office of the Joint Chiefs of Staff
The Pentagon, Room 2D860
Washington, D.C. 20301

Director

Office of Regional Services, KJ
General Services Administration
18th and F Streets, Room G242C

Washington, D.C. 20405

Assistant Director,

Technical Services Division
Federal Bureau of Investigation
Room 7159
10th and Pennsylvania Avenue, N.W.
Washington, D.C. 20535

Assistant Associate Director
Federal Emergency Management Agency
5000 C Street, S.W.

Washington, D.C. 20472

Deputy Assistant Chief of Staff
for Information Management

Department of the Army

The Pentagon, Room 3ES18

Washington, D.C. 20310-0700
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Director, Naval Communications Division
Department of the Navy

Office of the Chief of Naval Operations (OP-941)
The Pentagon, Room 5A718

Washington, D.C. 20301

Deputy Assistant Chief of Staff
for Information Systems
Department of the Alr Force
The Pentagon, Room B477
Washgington, D.C. 20330-5190

Deputy Director, C4

HQ Marine Corps (Code CC)

U.S. Marine Corps Annex, Room 3016
Washington, D.C., 20380-0001

Deputy Director, Resources and Systems
Defense Intelligence Agency

The Pentagon, Room 3E242

Washington, D.C. 20301-6111

Manager
National Communications System
Washington, D.C. 20305-2010

Managing Director

Federal Communications Commission
Room 852

1919 M Street, N.W.

Washington, D.C. 20554

Deputy Director
Defense Communications System
Washington, D.C. 20305

Associate Administrator for

Space Tracking and Data Systems
Code T, NASA Headquarters
600 Independence Avenue
Washington, D.C. 20546
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"cec: C/S
ExReg
L2211

Chairman, NTISSC

Executive Secretary, NTISSC

S
S011
S08
S081
Sé
564

M/R:
National Telecommunications

execute the auth
145, we feel it is essential
group be formed to discuss,

The attached letter and
the establishment, define the
participation in the Cap.

Effective 27 September 1984, Don Latham announced that the

and Information Systems Security
Committee (NTISSC) will subsume t :
itt 2IRL OMASLRTLENESRAELD
orities and responsibilites given you by NSSD
that an interagency senior level
develop and help you implement
national technical countermeasures and Security standards.

Countermeasures Advisory Panel (CAP) will provide a forum to
"pull together" the now often

- physical security communities.

e responsibilities of tj
-lons..(S To effectively

h

The
divergent TEMPEST, TSCM, and

Terms of Reference will announce
responsibilties and solicit

- 25X1

Ch,S64/2113/28Nov84/cbm
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AGENDA OF THE COUNTERMEASURES ADVISORY PANEL
24 JANUARY 1985

NATIONAL SECURITY AGENCY

1. 0930 - CALL TO ORDER 1St MEETING OF THE CAp

25X1
2. Announcements and Opening Remarks by Chairman

a. Clearance level of meeting is TOP SECRET SPECIAL
INTELLIGENCE,

b. ""Introduction of Agency Representatives
3. Review and Discussion of the Terms of Reference for the Cap
4. Integration of the Subcommittee on Compromising Emanations
(SCOCE) and the Cap (Regarding Action Items, Committees,
etc.)

6. Discussions Concerning Establishment of New Committees

7. The Relationship of CAP to Other Technical Security
Committees

5. Future Goals and Objectives
8. New Business

9. Adjournment

This correspondence is Classified By NSA/CSS 123-2

classified CONFIDENTIAL Declassify On: Originating

in its entirety Agency's Determination
Required

Enclosure 1
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